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February 10, 1995

Mr. William F. Caton
Acting Secretary
Federal Communications Commission
1919 M Street, N.W. - Room 222
Washington, D.C. 20554

RE: Ex Parte Letter - Docket No. 92-115
Part 22 Rules Governing Public Mobile Services

Dear Mr. Caton:
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Washington, D.C. 20036
202-785-0081 Telephone
202-785-0721 Fax
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On Friday, February 10, 1994, Michael F. Altschul, Vice President ~tRTARY
Counsel, Cellular Telecommunications Industry Association (CTIA), sent the attached letter and
attachment to William F. Caton, Acting Secretary, Federal Communications Commission.

Pursuant to Section 1.1206 of the Commission's Rules, an original and one copy of this
letter and the attachment are being filed with your office.

If there are any questions in this regard, please contact the undersigned.

Sincerely,

~A:;/d~
Robert F. Roche - LL__---

Attachment

No. of Copiesrec'd~~
UstABCOE



February 10, 1995

William F. Caton
Acting Secretary
Federal Communications Commission
1919 M Street, NW -- Room 222
Washington, DC 20554
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Avenue, NW.
Suite 200
Washington, D.C. 20036
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202-785-0721 Fax
202-736-3248 Direct Dial

Michael F. Altschul
Vice President,
General Counsel

Ex Parte Communication: CC Docket No. 92-11

Dear Mr. Caton:
ECEIVED
fEB 1 01995

Because of the importance CTIA attaches to its
obligation to comply with the Commission's rules, ~~~~
writing to respond to the serious charges raised by C-~~~~
Plus Technology, Inc., in its February 2, 1995 Reply in this
docket. C-Two-Plus alleges that CTIA violated Section
1.1206 (a) (2) of the FCC's rules by failing to file ex parte
notifications in this docket following a meeting and
exchange of correspondence in the fall of 1992. As
described below, these claims are baseless.

As the attached documents (originally attached as
Exhibit B to the C-Two-Plus Reply) clearly demonstrate, CTIA
contacted Commission staff in October and November of 1992
seeking enforcement of Section 22.915 of the Commission's
rules, the pre-existing ESN ("Electronic Serial Number")
security rule for cellular telephones. See, November 4,
1992 letter from Michael Altschul to Renee Licht, Acting
General Counsel, FCC (" ... I urge you to act promptly to
enforce Section 22.915 of the FCC's rules for cellular
service.") .

Not only were CTIA's contacts with the Commission
properly directed towards obtaining enforcement of the
existing Part 22 rule, it is clear that the Commission staff
understood CTIA's intent and correctly treated CTIA's
request not as a comment relating to the above-referenced
rulemaking proceeding, but rather as a request for the



Commission's concurrence that it is a violation of Section
22.915 for an individual or company to alter or copy the ESN
of a cellular telephone, or for an individual to operate a
cellular telephone that contains an altered or copied ESN.
See, undated Facsimile Transmission Sheet from Dan Abeyta to
Julius Knapp (refers to CTIA's Nov. 6 letter ~seeking

Commission concurrence that any alteration of a cellular
telephone's ESN violates Section 22.915 of the rules"); see
also, January 15, 1993 letter from John Cimko to Michael
Altschul (~[y]ou ask for Commission concurrence that
cellular phones containing [modified ESNs] ... do not
conform with Part 22 rules").

As footnote 108 of the Report and Order notes, the ESN
security provisions of old Section 22.915 of the Rules have
been renumbered and are now continued in the new Rules as
Section 22.933. In addition, for at least the third time
since 1991, the Commission repeated its conclusion that
cellular telephones ~with altered ESNs" do not comply with
this section of the Commission's rules. See, Report and
Order, at ~ 62; January 15, 1993 letter from John Cimko to
Michael Altschul; October 2, 1991 Public Notice, Report No.
CL-92-3.

Given that the relevant portion of Section 22.915 was
just renumbered, not rewritten, in this docket, it is
difficult to comprehend the basis of the C-Two-Plus claims.
While I have no intent to reargue the merits of the
substantive issues raised by C-Two-Plus, the seriousness of
their allegations concerning CTIA's compliance with the
Commission's ex parte rules warrants this brief response.

Respectfully Submitted,

Michael Altschul

Enclosures

cc: Timothy J. Fitzgibbon
Thomas F. Bardo
Carter, Ledyard & Milburn
Attorneys for C-Two-Plus Technology
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CTM

Mr. Julius Knapp
Authorization and

Evaluation Division
Office of Engineering

and Technology
Federal Communications commission
Washington, D.C. 20554

October 15, 1992

.=c & \
)

Re: October 22 Meeting to Discuss ESN security

Dear Mr. Knapp:

I am writing to confirm our meeting to discuss ESN security
issues, to be held at 10: 00 AM on October 22, 1992 at CTIA' s
office, 1133 21st street, N.W., Washington, D.C. In particular,
the "Cell Phone Emulator" manufactured by C 2 Plus Technology
presents a potential threat to the cellular industry by
facilitating the cloning of cellular ESNs on a scale heretofore not
possible. In addition, we wish to underscore the importance of
insuring the integrity of cellular ESNs, and review the FCC'S type
acceptance requirements for cellular mobile units. In that regard,
I have enclosed a letter from Ms. Mary Anderson to Mr. Frank
Coperich concerning YAESU portable phones.

Common Carrier Bureau personnel have been invited to join you,
Mr. coperich and Mr. Art Wall. CTIA's Eric Hill, Director of
Industry Security, and Martin Nierwienski, Manager - Technical
Support, will conduct the meeting.

If you would like any additional information in advance of
Thursday's meeting, please give me or Eric Hill a call at (202)
785-0081.

Sincerely,

4I~QA~'-e
Michael Altschul .

Enclosure

cc: Mr. steve Markendorff

Cellular Telecommunications Industry Association
1133 21st 51. N.W. Third Floor, Washington. D.C. 20036. (202) 785-0081. FAX (202) 785-D72 I



On October 22, ~992, CTIA and the staff of the FCC's Mobile
services Division and the Office of Engineering and Technology met
to discuss the applicability of the FCC's rules to the NAH
E1nulation programminq Device ("NEPD") manufaotured and distributed
by C Two Plus Technology_ At that. meetinq, CTIA and the Commission
staff reviewed the FCels rules, and Mr. Eric Hill, eTIA's Director
of Industry security demonstrated to the Commission staff that the
NEPD alters a cellular phone's factory-set Electronic serial
Number.

COW~81A.MO

NOV 6 1992

- '----~.-

November 4, ~992

Ms. Renee Licht
Acting General Counsel
Federal Communications Commission
1919 M street, N.W.
Washington, D.C. 20554

Dear Ms. Licht:

As you can see from the attached letter to C Two Plus, CTIA
has concluded that the alteration of a cellular phone's ESN by the
c:: Two Plus NEPD is a cJ.ear"violation of..section.22.9~5of the FCC'S
rules. Based on ourdemonstratiori and oUr 'review 'of 'the C1evice~"
-::orIA seeks the. FCC's written-· eonc~rence. ·that--·cellular'·phoneS ..
containing ESNs that. have. been m:odified· by ·the·-·NEPO· -(and similar
devices) do not conform. to the Part 22 Rules.

Given the importance of this matter to the cellular industry's
ability to combat fraud, I urge you to act promptly to enforce
Section 22.9~5 of the FCC's rules for cellular service.

Sincerely,

#~~Michael Altschul

Vice President and
~eral Counsel

J:.::nclosures

cc: efIA Fraud Task Force Funding carriers
~. Julius Knapp, Authorization and

Evaluation Division, FCC
Mr • John ci:mko I Chief I Mobile Services

Division, FCC

Cellular Tel~ommnnicati.onsIndustry Association
! 133 2\ ~ St. N.w.. 11Ii:ro Floor, Wuw11g1on. D.C. 20036. (202) 7gs~1 • FAX (202) 78.5-0721



CTM

NOVember 3, 1992

Mr. Stuart F. Graydon
president
c Two Plus Technology
31.74 Mobile Highway
Montgomery, AL 36~08

Dear Hr. Graydon:

I. am. writing to thank you for your cooperation with CTIA's
Fraud Ta.sk Force, and to report on cruts find.ings concerninS' "'tha·
C Two Plus Technoloqy NAM Emulation ProqraJDming Device (nNEPDII).
As you know, our interest in the NEPD directly relates to the 'ease
with. Which cellular phones with altered Elect:ronic Serial Numbers

. ("ESN's") can· be used. to defraud cellular carriers. This is
because ce11w:-ar carriers cannot distinguish between a phone 'With
a ractory-set ESN and programmable Ho~ile Identification Number
("MIN") and a "cloned" (or Itemulated") phone with the same ESN and
MIN combination. The ce1.lular industry estimates thai: its losses
due to a11 types of fraud now exceed $300 million per year_

Based on CTrA' s review, 1 including your statement to Eric
Hi1.1., CTll's Director of Industry Security, that the NEPD
overwrites the manufacturer t s original ESN I it is clear t:hat:. the c
TWo p~us NEFD alters a cellular phone's electronic serial nUlnber
trom the unique ESN installed. by the manufacturer. It follows f

thereforc:, thai: a cellular phone with an ESN that has been modified
by the NEPO does not comply with section 22.915 of the Federal
Communications commission's rules, and you should be aware that any
incli.vidua1. or company operating such phones or performing such
altera~ons could be·subject to appropriate enforcement action.

- --xhe requirement that each cellular mobile unit must contain a···
unique ESN is enshrined in Section 22.g1.S of the FCC's rule$ for

lCTIA studied the NEPD using the device you provided. We
thoroughly reviewed your instructions and followed the procedures
specLfied by C Two Plus to install any man~facturer's ESN into a
second phone. 1: ha.ve enclosed a summary of the procedures we
followed to install (or "clone") an ESN from an NEe phone into an
Audiovox phone.

Cellular Telecommunications Industry Association
1133 21st St. N.W•• ThiId Floor. Washington. D.C- 20036. (202) 785-0081 • FAX (202) 785-0721
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cellular service. 2 On october 2, 1991, the FCC unambiguously
stated that n [p]hones with altered ESNs do not cOlI1ply with the
commission's ru~es and any individual or company operating such
phones or performing such alterations is in violation of Section
22.915 of the Commission's rules and could be subject to
appropriate enforcement aq::ion. I ,3 The FCC established its rules
governing ESNs because the requirement that each cellular phone
contain a unique ESN is critical to the cellular industry's ability
to render accurate bills and control fraUd.

There is a direct connection between the enforcement of Section
22.915 of.the FCC's rules and the industry's ability to provide
high quality service to cellular customers. The cellular
inf.rastructure requires that each phone contain a unique ESNi as a
corollary, the cellUlar industry cannot accommodate two (or more)
phones with the same ESN. All current and future technical
standards used to interconnect cellular systems to provide
"roaming tt service to customers rely upon the uniqueness of each
mobile unit's ESN. Shared ESNs disrupt billing mechanisms and
circumvent fraud detection programs.

Because CTIA considers the alteration of a cellular phonefs
ESN perrormed by the C Two Plus NEPD to be a clear violation of
Section 22.9~5 of the FCC's rules, we are sending copies of this
letter to our member companies and communicating our findings to
the appropriate officials at the Federal Com:m.unications commission.
Because the NEPDand C Two Plus I s marketing of the device" has the
potential to undermine the very basis of cellular security and
disrupt the indUStry's efforts to combat fraUd, we are urging the
FCC to act promptly to enforce its rules.

2In 1983, the Technical Standards Branch of the FCC r s Office
of Science and Technology issued the "Cellular system Mobile
Station-Land Compatibility Specificationll in OST Bulletin No. 54.
Paragraph 2.3 .2 specifies that II [t] he serial number is a 3 2-bit
binary number that uniquely identifies a mobile station to any
cellular system. It must be factory-set and not readily alterable
in the. field." As the enclosed FCC public notioe explains, the
specifications set forth in paragraph 2.3.2 of OST Bulletin No. 53
are incorporated into Seotion 22.915 of the Commission's rules.
See October 2, 1991 Public Notice, "Changing Electronic Serial
NUlIlbe.rs on Cellular Phones Is a Violation of the Commission's
Rules", (FCC Report No. CL-92-3).

~he enclosed C Two Plus marketing brochure, "Quick Reference
Taken From FCC Rules and Regulations, It is false and misleading. It
asks "Is CELL TWO PLUS Emulation Illegal?" and· then states liThe
CELL TWO PLUS feature is not specifically mentioned in the FCC
Rules as this technology was not developed at that time... 1t As I
have noted, Section 22.915 of the Commission's rules affirmatively
prohibits ESN cloning.



CTIA does appreciate your cooperation, and I invite you to
discuss our findings with me or Mr. Hill. Now that our review of
the NEPO is comp~ete, C'rIA is re.turning u.nder separate cover the
equipment you provided.

Vice President and
Cenera~ Counse~

Enclosures

co.: CTIA Fraud Task Force FUnding Carriers
Hs. Renee Licht, Acting General Counsel, FCC
~: Ju1.ius Knapp, Authorization and

Evaluation Division, FCC
Mr. John Cimko t Chief, Mobile Services

Division, FCC



Su.m.mary of C-Two-Plus Instructions

1. Data obtained from c Two Plus 1I1ust be programmed into the
phone•. In the case of the Audiovox CMT-420 phone, the data is
programmed into the first four "system ID Inhibit" locations.
The data consists of four numbers, each with five digits. C
Two p~us generates these numbers from two customer-provided
ESNs: the factory set original ("primary") ESN associated
with the phone and the secondary (lfcloned") ESN associated
with a different phone.

2. The phone I So factory-installed f1.rmware chip must be removed.

3 • A chip provided by C nto Plus must be p~aced in the NEPD, and
the NEPD m.ust be connected to the phone by inserting a cable
into the same l.ocation from 'Where the manufacturer I s original
firmware was removed.

4. After powering the phone for twenty
off, the NEPD is removed from.
manU£aCturer's original fi.r:mwa.re chip
origina1 location.

seconds, then powering
the phone, and the
is re-inserted into its

correctlYt the mobile
If no error message

incorrectly and must be

If the programming procedure is done
unit displays error message "011f •

appears, then the procedure was done
repeated.

5.



Q. CAN r TALK BETWEI::X MY MOBILE PHONES? NO! This '-'Cu!.e bQ considerEt~ ::::l

'Party Line or FlSQt-Cal:' ~i~Q~ion ~hich is pronibitRd unaer FCC RU~9~.

If botn phones ara on at tna ~cmo ~imQ and ono ~rie= ~o callout, the fir~t one

pressing the SEND key grabs me ~ine and loc\(s tl'le a~Qr" one( ~) out. If Oatil ere on

and Q eoll comes in. the tOwer &quipment ccnno~ handlo multiple an~e~ on one line
ond you may lase the ccl~.

FCC

(Page 22672] 6. S£RVICES: 1 i3 . Tna final decision in CQ<:kot No. 182~ imposed NO
RESTRICTIONS on cellula~ sys~em provision o~ dispateh serv~co$. EXCEPT fOR FWEET-CALL
DISPATCH. We concluded ~a't. if cellular" systems could. Utr-ougl\ nCl'tura1 eccncxnic:o.
provide lawe....:.priced di.spatch sel'"'Vicos. THE PUBLIC SHOULD NOT BE DENIED THAT BENEFIT.

[Page 27679J 22.lii11 PERMISSIBLE COI'I"lUNIC..lTIONS Ca) Il'cbll.o Stations in this
service ere autr'lorized ~ cOftntUnicate 'ltITH AND llfROUGH eAse: STATIONS ONLY. (d)

Genera.1. end d:Lspa1:ch cQmlUnic:ationG are pennit1:8a on cel1.ula... systclms. Ponding
i"ur"t:he... inveso:i.gc;rtien by tt1e ~ssi.on. "flcrQt call- c:tispa1:ching. in -.hic:h a

di$pat:Cher- SDIULTANEOUSLY CCt\"CI'lUNI:CATES wi.th raulUp1.e· mcbUe unit:s. 'IfILL NOT a~

PERN1, IED except on a developmertta~ tlosis.

(Page 226723 '1 •. (PARTY LDlE/FLEET COfItIruNICATIoNS PROKm:rT"EI)J (2) because the
mobile un~ts ~u~d each require a separate voice channel. -.h~e a eQnventional system
could epel""ate ever- sing~8 channel.

Q.. IS CELL no PLUS EMULATION ILLEGAL? Tl\. CELL TWO PLUS f'0Q'tUt"e is
net s-poci:t'i.CCllly m.ntian8d in 'tfte FCC Rules 0$ 1:his technology wcs not developed at
thai:~. he--ver-. REGUL..A.TORY STRUCTURE anticipatos State O~ The A~ improveme11't.S:

FCC

(Page 27671 J we are es't.atl~i:hi.rt9 a regulatory stt"U~re under- which a c:eU.ulQr sys-eem.
opet'at:.ar-. ence Qu'thor"'i:zed. will have considerable 1'r-eedClG' to adap1: iu sy$'teftS t;o
grQWing or- changing dSlr'Cnd. FLEXIBrL.ITY TO ADAPT TO CHANGE IS XNHERENT IN THE
CE.LUJ1..J.R. eoNe:a>T AND 10IC APPROACH REQUIRING AHY P1CRE PAPERWORK OR PRIOR APPROVAL THAN
IS ASSOLUTELY E.SSC:HT'LI.L IIcrGKT OESTROV THAT FLEXmn.XTY. Acco...d1ngl.y. ane. a <:811ulcll'­
serviea Or"'Va has been lI'S't.oDl.1.shed, tl'Ie sys"telll oper-atar- wi1.l. tle atlle to modif"y its
sys~em wi~eut subs1:an't.ia1 oversight. as long as it sel""Ves the sa=e area.

(Paga 276661 56. A. c.ll~lar- system operator is a conmon carrier and net m8rely a
eustcenor-; int:er-eonn.ctien o...t"'QnglmMtn1:~ should 1:I1el""O(0'-0 BE RO~ONA.BL'( DESIGNED SO AS
TO MIN~Z& UNNECESSARY OUPLICA~OH OF ~i~ch1ng fac1111:1es and the ASSOCIATED COSTS
TO THe; Ul.TVtATE CONSUl'lER.

[Page 22672J '.3. we (FCC) concluded ~at if' celluler $y$t~ c;culd. tilro",gh nO'tur"cl
econcadcs. p ...ovide lo-ilr-priced dispatch :.rvic.$. THE PUBLIC SHOULO NOT BE OENIED
THAT BENEFIT.

(Pege 226721 O. CONCLUSION "2. CELLULAR SYS~ SHOULD BE CAPABLE OF AQAPTING TO
CHANGING C:UST~R O£lo(AHOS ~NO ADVANCING TECHNOL.OGY. Lic:ltnsee:s in thi~ $unf1ce 'IfILL

H....V£ THE: R£SPONSXSILrTY ~ ADAPT to tt\. CH»4GING I"V.R~ ENVl:R~.



FEDERAL COMMUNICATIONS COMMISSION
Common Carrier Bureau

Mobile Services Division

------------- 0 -------------

Facsimile Transmission Cover Sheet

Room 644, 1919 M Street NW, Washington, DC 20554
Telephone: voice (202) 632-6450 fax (202) 634-7845

Date: - - --~- - -- - -- -~-_.- - - - - - --
To: J~l~~~_~n~pp _

Fax #: (.3_O_lJ_ } _4j __.?~~~ _
Contact #: _

Dan AbeytaFrom: _

Total pages • __'!. _

Message/Special Instructions:

including this cover sheet

A.t.:tacbed _lettex:. ..Le.s..p.Q.J1.fu:L _t.P_ {:':J.Jl\..I~_ .N.QY~IJlQ~I" _ Q.L _l~~~ _le..t.t.e_r _

_t..9_ B~D~e _ Licl:l t _Ei~~~i_n...a _C_o_mJll~i_s_sj._o_n_ S:.911.s:1lj:"j:"9Il£:~ _ j;h~ t _<allY.. .Al.t e'rtc3 tion

.9.%_ 9_ £:~1-1-1Jb~~_t~t.Eill.llo_n_e_s__E_S_N_ yj._o_1Jl_t~..?_§~Sj:1_9!L ~~ :.~!~ _~~ _th_e_ Y211es •
yJ~§§~_f~Y!~~~ _



ohn page 1

From jcjccb
From: jcjccb@ccbmsd.UUCP (John Cimko)
X-Mailer: Altos UNIX System V Mail (version 3.2)
To: ccbmsdljmtccb
Date:
Status: R

FEDDS MESSAGE BEGINS HERE »>

Sender: ccbmsdljcjccb : John C.
Date:
Subject: Cellular Phone ESNs
CC: mcpccb slmccb Primary: jmtccb
RR: y

Jim:

Mike Altschul tells me that he sent a letter over here after the briefing ~e

attended on the ESN tampering problem, asking the Commission to express its
views on the legality of this tampering. He says the letter ~as referred to
OGC, but they inform him they have "tasked" the letter over to HSD for a
response.

Mike is anxious to get a response that says that, as a general matter, any ESN
alteration runs afoul of our rules (~e have already said something like this in
public notices).

John C.
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FEDERAL COl\JlMUNICATIONS C01\ThOSSION
Washington, D.C. 20554

January 15, 1993

In Reply Refer To:
1600D-ThIT

Cellular Telecommunications Industry Association
1133 21st St.. N.W., Third Floor
Washington. D.C. 20036

Attn: Michael Altschul

Dear Mr. Altschul:

This is in response to your letter of November 4, 1992 concerning the applicability of the
FCC's rules to the NAM Emulation Programming Device (NEPD) manufactured and
distributed by C Two Plus Technology. You ask for Commission concurrence that cellular
phones containing Electronic Serial Numbers (ESNs) that have been modified by the NEPD
(and similar devices) do not confonn with Part 22 rules.

In our Public Notice of October 2, 1991, Report No. CL-92-3, we stated our general
position that "phones with altered ESNs do not comply with the Commission's rules.... "
We also stated that "any individual or company operating such pbones or perfonning such
alterations is in violation of Section 22.915 of the Commission's rules and could be subject
to appropriate enforcement action." Section 22.915, entitled Cellular system compatibility
specifications, generally sets forth the standards of cellular operation as reflected in the
Cellular System Mobile Station-Land Station Compatibility Specification (April 1981 00.),
Office of Engineering and Technology Bulletin No. 53. The bulletin is contained in
Appendix D to the Report and Order in CC Docket No. 79-318, 86 FCC 2d 469, 567
(1981).

It is a violation of Section 22.915 of the Commission's Rules for an individual or company
to alter or copy the ESN of a cellular telephone so that the telephone emulates the ESN of
any other cellular telephone. Moreover, it is a violation of the Commission's Rules to
operate a cellular telephone that contains an altered or copied ESN.

ohn Cirnko
Chief, Mobile Services Division
Common Carrier Bureau

.1,

l


